THEME – CODES AND SPIES (week one of three)

7:00
Opening Parade ()

-     DIBS

-     Flag & Escorts

7.05
Activity – Finger-printing

Using an inkpad, take each cubs set of fingerprints on a pre-printed “ID” card template. Once they have added their name and other details, these can have a pre-printed phot added and them be laminated

7.15


Activity  – Bases 1,2,3 as per below 



8.00
Game – Helicopter Escape

The jump-the-rope game – after all, a helicopter is a good way for a spy to escape!


8.10
Game – Vanishing Island

Draw an island on the floor in chalk – cubs have to run(?) around the outside edge of the hall until the whistle (or similar), then all get onto the island. Any that do not fit are out. Once the next round starts, make the island smaller. Eventually only a couple will fit. ( as the island gets smaller, this becomes an exercise in cooperation as well)

8.15


Game – Catch a thief

One cub is they thief (it) and is sent out of the room. The rest stand in a circle and one is chosen to be the Policeman (unknown to the thief). The thief os called back and has to enter the circle and grab a beanbag from the centre without getting caught. He MUST leave the circle at the same point he enters, and the policeman cannot move to catch until the prize in the centre has been picked up by the thief.

8.25


Closing Parade

-DIBS

-Flag

The program this week and next two will cover all required activities for those cubs attending all 3 weeks to achieve their CODES AND SIGNALS (Level 2) Achievement Badge.

TAKE Lemon Juice, “pens” to use with lemon juice, code wheel kits etc, items for mind bender game, optical illusions, mousetraps, paper fasteners, colour blindness chart, braille info and sample sheet,  Pre-printed set of headshots of each cub (best done at chemist etc in advance if possible), LAMINATOR and sheets

Before start – write coded messages on the whiteboard, which will be used in the code wheel activity.

BASES:

1. Making a code wheel

Each cub cuts out one large and one smaller wheel from stencilled sheets, and joins them with a paper fastener. All need to use their wheel to decipher the message already on the whiteboard.  (HOMEWORK – All are to write a message in code using the wheel (at least 20 words long)  and bring next week for others to decipher – this is a part of the badge requirements)

2. Mind Bender Game

Several small items are in a bag – the cubs take turns to feel what is in the bag and then all are to write down as many items as they can.

3. Writing Invisible Messages

Using lemon Juice, write an invisible message and allow to dry. (use iron next week to read them).

THEME – CODES AND SPIES (week two of three)

7:00
Opening Parade ()

-     DIBS

-     Flag & Escorts

7.05
Game – Spy Escape Route

A list of (15) legs of a journey are placed in mixed  order on 4 sheets around the room. Each cub is given a sheet with ONE place at the top of the sheet. They have to complete the journey on their sheet of paper by finding out each leg or the trip and writing it down. (Enough legs are required to give each cub a different starting place if possible, so more legs can be added if you have a large pack).

7.15
Activity – Braille

A group discussion about Braille, who/how it was started and how it works. Also make use of the colour-blindness charts, showing there is more than one type of blindness.

7.20


Game – Car Chase relay

Each team is given a can and a stick (or rolled up newspaper). The can is to be pushed with the stick around the “course” drawn on the floor (figure 8?). Each player in team takes a turn, first to have all players back wins.

7.30


Activity – Bases as per below



8.10


Activity – reading invisible messages

Using a warm iron, heat each page written last week – and see what messages were written in invisible ink

8.20


Closing Parade

-DIBS

-Flag

TAKE:  Optical illusion sheets, Colour blindness test page (available online – or I will upload if I get time), about 20 NEW mousetraps

BASES:

1. Optical Illusions

Just for fun – a series of optical illusions to look at.

2. Blind Walk and Water Pouring

In Pairs – taking turns – guide the other cub around a few obstacles, then assist them the pour a glass of water – all while blindfolded.

3.  Mousetrap Minefield

Again in pairs, take turns at guiding blindfolded partner though a field of mousetraps – using only voice instructions.

[image: image1.png]
If time permits, carefully indent the above dots from behind to provide a Braille sample

THEME – CODES AND SPIES (week three of three)

7:00
Opening Parade ()

-     DIBS

-     Flag & Escorts

7.05
Activity – Decoding messages

Let’s decode the messages that were written at home during the past 2 weeks – collect them and pass out randomly – no-one should get their own message of course. Reply’s should a;so be written

7.25


Instruction – SMS and Encryption/Decryption

SMS -A brief chat on what SMS is and how to send it 

Military Encryption - Refer to attached notes on how encryption works

7.40
Activity – Bases as per below



8.20


Closing Parade

-DIBS

-Flag

TAKE:  Morse key set, cans/string/nail/matches/hammer, popgun templates, iron

BASES:

1. SENDING MORSE CODE
A brief discussion about Morse code (origins and use), then 
Using a supplied morse  key, send a message to your team members in the next room and get their reply.

2. MAKING CAN-PHONES

Using 2 cans per cub and a length of string  each, make a tin-can intercom each. Need a large nail and a hammer to make a hole in the base, and matches to hold the string in the cans.

3. POPGUN MAKING

Using pre-made stencils, cut out the 2 parts and glue together as per template. Allow to dry until the end of the night before using.

Military strength encryption.

(this information is taken from a description about one program that provides military strength encryption, but the method is similar for others)

1. What is encryption and how does it work?

Encryption is the scrambling of files so that they cannot be read without knowledge of the "key." Encryption is vital to commerce, particularly electronic commerce. Private information needs to stay private.

In 1976 the US government approved the use of an encryption scheme called "DES," based on work done by IBM. The banking system, among other users, are still encrypting private messages (like wire transfers) using DES.

DES has been analysed all over the world, and until recently it was agreed that if you used a "good" key, then the only way to read the message was to have the key, or to start trying each key, one after the other. DES was considered secure because the number of keys was so large that computers didn't have enough time or power to try the keys.

Cryptographers now agree that DES is not strong enough. 

Two Fish is one of the candidates to replace DES as the US encryption standard. Experts throughout the world are analysing Two Fish, and, at this time, believe that the only way to read a file encrypted with Two Fish is by trying each key, which will take millions of years or more even with super computers.

Therefore, if you keep your "key" a secret, you can send messages over the Internet to others using this program that only the intended recipient (who you tell the key) can read the message. You can also use encryption to keep confidential files on your computer confidential.

This program provides:

- Steganography (disappearing encryption)- allowing you to hide messages or any computer file in pictures, with Triple DES encryption to boot! The ultimate, secure way to send email! Includes free reader so that you can send messages without the other party buying the program. All wizard driven! Your message is hidden in the picture and cannot be read without your password. The ultimate in stealth- no one even knows that the there is a confidential message being sent!

- Triple DES encryption without use of pictures

- File shredder- absolutely kills files so even electron microscopes can't recover them

- Two Fish Encryption with Key Generator - Generation of "strong keys" by taking your input and converting them into "elliptic curve" values- taking a simple word and turning it into gibberish

If you forget your key, the data is not recoverable.

Elliptic curves

This program creates a key from a short phrase that you enter.

A short sentence like "oatmeal tastes good" is excellent. The reason for this is fairly simple. If someone wants to read your encrypted e-mail or other files, if they are computer experts they will try your initial's, wife's name, date of birth, etc. All the encryption power in the world can't stop someone from reading your messages if you use your first name as the key!

Once you enter a phrase and click on generate key, the program plots your phrase mathematically on elliptic curves, and gives coordinates back to you as the key.

For example, "oatmeal is good" produces the following key:

DDVq7EAPaFqeVV9gqrFuhuKfu+h+PsRzCxP2JhwFoqI+

This means that someone trying to read an encrypted file that you have created will be required to enter that long string of gibberish to read your message. They could only decrypt it using “oatmeal is good” if they have the right program. We can assume that most people trying to break into private mail would not know exactly how the message was encrypted- and there are no telltale signs that the file was encrypted using this program).

NOTE ON DECRYPTION:

You do not need to remember the actual secure key, just the phrase, since the key is "created" from the phrase. So if you correspond with others you DO NOT need to send them the secure key, just the phrases, and the same software.







